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Blockchain Cybersecurity Framework:

A Framework for Trust
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A brief introduction
on blockchain

Blockchain has become a fast rising technological trend.
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The Dutch Blockchain Coaution ° CaGl

AAims to stimulate blockchain technology in the
Netherlands

AOver 50 members across academia, private sector and
government

ACurrent landscape in the Netherlands gave room to
DBC IDutch

Blockchain
Coalition
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ABIockchain technology is complicated
AT risks are difficult to assess

Need for a Framework

:BOrganizations want to use the technology, but do not
have the resources to have a proper security
assessment

Al'he framework will provide practical security
considerations




® e © ®
Target Audience CaGl |
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/BOrganizations that have chosen to use blockchain for
current or new process (public or private)

ANe also focus on Small and Medium Enterprises
(MKBS)

A\/Ieant to be used by decision-makers in the
organization




ANe consulted several organizations:

A—Iealthcare sector, municipalities, NGOs and other
SMEs/MKBs

The Process & Partners

At was important to collect major security concerns
from organizations
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The Process & Partners CaGl
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ANe counted on the expertise from partners:

Pels Rijcken

& Droogleever
Fortuijn advocaten
en notarissen

3
TUDelft TINO

Ledger
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The Use-Cases Cal |
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Al'he use-cases used for the framework:

A’iMijn zorgl ogo: Bl oc k-cHeathcare baby
A\/Iicrobiome center Nederland 7 Healthcare

Aoek! Real estate management 1 Real Estate

AGrain Initial Coin Offering T Financial, 1CO
AConsentus | Healthcare

Ledger
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Security of Blockchain CaGl |
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:&Blockchain technology is like any other technology

/&ﬁSpeci al o characteristics of Db
ACan avoid central authority / can eliminate intermediaries
AProvides real-time settlement
AReduced operational costs
AI—Ias high levels of transparency

AThese characteristics amplify and/or reduce security risks
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The Framework CGl |
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ANe came up with 24 security considerations

AAII ANTradi tional o securi ty t
technologies

A\/Iost considerations apply to any other technology

AAgain, blockchain may amplify or reduce certain security
risks
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The Framework &

Divided them into categories:

:&Blockchain specific

:&Network and Infrastructure
AOperational and Organizational
A\/Ianagement—level

ANhen Migrating an old process
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The Framework

Blockchain Specific:

ASecurity of Smart Contracts
/&Fous
/&Cry ntographic Algorithms

ACry ntographic key management
A‘Scalability
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Operational and Organizational

The Framework

A)perations and Communications Security
A’Systems Acquisition, Dev and Maintenance
AAsset Management & Classifications
ASuppIier Relationships

/&Human Resource Security

Ancident Management
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The Framework

Network and Infrastructure

AAccess Control

Antrusion Detection

ATargeted Attack Resistance

/&Data Propagation Attack Resistance
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The Framework Cal |

Management Level:

/&Or gani zationos I nformation Se
Anformation Security Organization within company

/&External and Internal Compliance (Auditing / Industry
standards)
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The Framework CGl |

When Migrating a Process

A‘Selecting the rlght blockchain (public/ private/ permissioned/ permissionless)
AAppIication testing

AAwareness and Training

AContingency planning

/&Peer-reviewing of Smart contracts

APrivacy/ GDPR (User Rights: Erasure, Forgotten, Limit
Processing)
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Our Main Goal Cal
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AEnabIe users and organizations to understand the
risks in this new environment.

:AUnderstanding these risks means you can trust the
technology.

Al'rusting the technology means confidence in using it.
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